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Standard - Personal Threat

1 Purpose
This document describes the standards and procedures within Hunter Water Corporation (HWC) to
effectively manage risks associated with Personal threats and describes the HWC Workplace Health and

Safety (WHS) Management System's commitment to compliance with the NSW WHS Act and WHS
Regulation.

2 Objectives
The objectives of this standard are to ensure that all areas, functions, and work processes that may have a

Personal threat risk are effectively managed to ensure the health and safety of Hunter Water people,
contractors, and the general public.

3 Scope

This Standard applies to all Hunter Water Business Units. This standard covers the requirements associated
with Personal threats within HWC.

4 Lifesavers

The Hunter Water Lifesavers are a set of minimum behaviours related to high-risk activities.

I will always stop and think before
attempting a task.

/ Consider the hazards, risks « conduct a 360 degree
and controls associated scan of the job
with task using the Pre-
Task Risk Assessment
{HWC: Take 5 or On Site
3in 1), Work Instructions

« communicate
hazards and risks with
my teammates

and Safe Work Method
Statements

/' Implement the required

permits and checklists for
high risk tasks

/ Be situationally aware.
Consider the following
prompts. [will:

= use all of my senses to
identify hazards and risks

« not be complacent

with my safety and the
safety of others

« be careful of

“mind drift"

« manage my fatigue

to make better decisions

= recognise how

stress affects my
Situational Awareness

« listen to my

"gut instinct”
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5 Definitions, Acronyms and Abbreviations

Term ‘ Definition

Hazard

A situation that can harm a person and the environment and damage
property.

Hierarchy of controls

Identify the risk control actions and responsibilities by identifying
controls in the following specific order:

= Eliminate the hazard

If elimination of the hazard is not reasonably practicable, minimise
the risk so far as reasonably practicable by:

= Substituting (wholly or partly) the hazard giving rise to the
risk with something that gives rise to a lesser risk

= |Isolating the hazard from any person exposed to it
= |Implementing engineering controls

= Administrative controls

= Personal Protective Equipment (PPE)

The aim should be to apply controls as far up the hierarchy as
practicable, recognising that the residual risk rating should be
reduced to as low as reasonably practicable or to a tolerable level for
work to proceed.

Multiple controls should be considered, offering several layers of
defence.

Whenever there is a firm reliance on administrative and PPE over
higher-order controls, there should be increased levels of
supervision.

Incident

An event or circumstance that could have or did lead to unintended
and unnecessary harm to a person and loss or damage or adverse
consequences. This definition of an incident includes near misses.

Line Leader

A Line Leader is a person with day-to-day supervisory responsibilities
for workers within a functional area of the business. A Line Leader
includes, but is not limited to, Supervisors, Gangers, Work Group
Leaders. A Line Leader is also considered a worker but has
additional responsibilities for implementing the WHS Management
System as identified in the WHS Management System and position
description.

Manager

A person is responsible for managing a functional area of the
business, including the workers within the relevant functional area.
This includes, but is not limited to, Group Managers, Business Unit
Managers, Department Managers, and Project Managers. A manager
is also considered a worker. However, managers may have
additional responsibilities for implementing the WHS Management
System and any other duties as an officer of the business.

Notifiable Incident

A ‘notifiable incident' as outlined in the WHS Act is:
= Death of a person
= ‘Serious injury or illness’ or
= ‘Dangerous incident’

Personal Protective Equipment
(PPE)

Any clothing, equipment, or substance designed to protect a person
from risks of injury or iliness.

Personal Threat

Personal Threat can include any of the following:
= Confrontation with an armed person
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Term ‘ Definition

= Confrontation with an unarmed person

= Assault/Physical Injury

= Armed Hold Up

= Threatening the life or safety of others or themselves
= Targeted Verbal abuse

= Verbal threats to life or safety

= Stalking

= Hostage/Kidnap

PCBU A 'person conducting a business or undertaking' (PCBU) is a legal
term under WHS laws for individuals, businesses or organisations
conducting business. A person who performs work for a PCBU is
considered a worker.

Reasonably practicable The following criteria must be applied in determining what is
reasonably practicable:

= What the person knows or ought to reasonably know about
the hazard and ways of eliminating or minimising the
hazard

= Availability and suitability of ways of eliminating or
minimising the hazard

= The cost associated with the availability and suitability of
ways of eliminating or minimising the hazard, considering
the cost if it is grossly disproportionate to the risk

Risk Risk is the likelihood and consequence of injury or harm when
exposed to a hazard.

Risk Control Means acting to eliminate health and safety risks so far as is
reasonably practicable, and if that is not possible, minimising the
risks so far as is reasonably practicable. Eliminating a hazard will
also eliminate any risks associated with that hazard.

6 Roles and Responsibilities

Roles and Responsibilities can be located in the

Individual guidance booklets are in the Responsibility, Accountability, and Authority Manual

7 General Requirements

= All workers have the right to attend work without fearing being bullied, harassed, or discriminated
against. This includes bullying, harassment, or discrimination by customers or members of the
public.

= Due to the volatility of human nature and emotion, a personal threat can include any of the
following:

o Confrontation with an armed person

o Confrontation with an unarmed person

o Assault/Physical Injury

o Armed Hold Up

o Threatening the life or safety of others or themselves

o Targeted Verbal abuse
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o Stalking
o Hostage/Kidnap

8 Key Elements — Managing the Risks Associated with Personal
Threat

In the event of being confronted by a threatening, aggressive, or violent person:

= Try and remain calm; Responding with arguments, an elevated voice, or reciprocal threats will only
escalate the situation

= Ifinvolved in an armed hold-up, avoid eye contact and do not make any sudden movements, hand
over whatever is requested, and do not do anything that may antagonise the assailant

= Be firm but polite with the person and let them know that their behaviour is not acceptable
= Do not feel obliged to rectify the situation on your own

= If you experience an abusive or threatening phone call, hang up. A threatening phone call includes
threats of self-harm by the caller

= Report all personal threat incidents to your supervisor, regardless of whether you feel the person
was serious or not

All personnel that have experienced a personal threat shall follow the WHS Procedure — Health and Safety
Incident Notification and Response, report the incident in Protecht, and discuss the incident with their
supervisor. See “Process Map” on page 7.

If threatened while away from work, for example being stalked or other inappropriate behaviour, report the
incident to the police immediately.

If the personnel require further assistance, they may contact the WHS team or access the Employee
Assistance Program.

8.1 Actions for Supervisors
When a personal threat incident has been reported, the relevant supervisor/manager must:
= Assess the situation
= Discuss the incident with the employee(s) involved
= If considered necessary, report the incident to the police
= Conduct a debrief (if necessary) with the employee(s) and the workgroup involved
= Discuss the availability of the Employee Assistance Program with the employee(s) involved

= Monitor the employee(s) involved in the incident to ensure that the incident has not had a negative
impact on the employee(s) health

A person threat can have a different effect on different people; each person has their own coping
mechanisms. By talking and listening to people involved in incidents, supervisors/managers can assist the
person(s) to cope with the incident.

8.2 Reporting Violence Incidents to SafeWork NSW

In certain situations, employers must report cases of workplace violence to SafeWork NSW. Minor cases of
aggression, threats, or disputes, for example, need not be reported. More serious violent incidents, however,
must be reported. These are where:

= A person has been killed

= Either the employer the employer or any employee involved considers that the incident was, or had
genuine potential to be life-threatening
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= As aresult of the incident (supported by a medical certificate), an employee becomes unfit, for a
continuous period of at least seven days, to attend the employee’s usual place of work or to
perform their regular duties at that place

9 Training

All Hunter Water employees.

Employees should undergo a competency-based assessment every two (2) years.

10 Monitoring and Review

Monitoring processes for this topic include:
= High Risk Audits
= Critical Element Focussed Observations
= Safe Behaviour Observations
= Field Interactions
Review processes for this topic include:
= Review of applicable injury and incident report
= Review of hazard reports in Protecht

= Review of this standard and associated documents, Risk Register, Bow Tie diagrams following a
high potential incident

= Engagement with the Field Safety Committee and any relevant sub-committees.

11 Related Documents

Document ID H Document Title

Assessment Pre-Task Risk Assessment PTRA
Standard

Booklet

Manual

12 Associated Regulations and Standards

Document ID H Document Title

Act

Regulation

Code of Practice

Code of Practice

Topic
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