HUNTER

A8  PRIVACY POLICY
O,

1 Overview

1.1 Purpose of the Policy

This policy governs the way that Hunter Water manages personal information and is a key document in the
Privacy Framework.

1.2 Scope of the Policy

This policy applies to policy applies to all of Hunter Water’'s people, contractors and stakeholders. Hunter
Water will also ensure that third parties engaged to support our functions, are contractually bound to comply
with this Privacy Policy.

2 Policy Statement

This Policy aligns with Hunter Water’s value of trust. Hunter Water recognises that our

people, customers, stakeholders and community trust us to keep their personal information

safe and secure. We will respect this trust and work together with our customers and

community to make privacy easy. Everyone at Hunter Water has a role to play in ensuring

openness, transparency and accountability for the management and protection of personal
and health information.

Hunter Water manages Privacy through its Privacy Framework which has been designed to embed the
legislative requirements of the Privacy and Personal Information Protection Act 1998 (NSW) in Hunter
Water’s people, systems and processes.

3 Application of Policy
Hunter Water recognises the role it plays in protecting the personal information of its customers,
stakeholders and our people and privacy management is aligned with the corporate value of trust.

This Policy applies in conjunction with the Privacy Management Plan (PMP) and the Data Breach Policy.
These three documents are maintained to uphold Hunter Water’s legislative responsibilities in managing
personal information and the requirements of the legislation.

4 Definitions, Acronyms and Abbreviations

Term Definition
PPIP Act The Privacy and Personal Information Protection Act 1998 (NSW) which is the
governing legislation for Privacy Management at Hunter Water.
PMP The Privacy Management Plan as required under section 33 of the PPIP Act.
IPPs ;g?;i Ptrivacy Principles with which Hunter Water complies, as defined in the
ct.
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Term Definition

Privacy Framework

The key documents that Hunter Water applies to its people to ensure that
Privacy management is integrated in its people, processes and systems.

IPC

Information and Privacy Commission NSW

5 Roles and Responsibilities

Document ID Document Title

Hunter Water’s
Board

Hunter Water's Board of Directors are aware of, and understand, the
obligations of, Hunter Water under NSW Privacy Laws.

The Board is responsible for providing strategic oversight and ensuring that
privacy compliance is embedded across Hunter Water.

The Board will ensure that any Personal Information or Health Information
that is disclosed to shareholders and others is done so in accordance with
all relevant privacy laws.

In addition to their compliance with NSW Privacy Laws, the Board will:

a. as part of their fiduciary duties, at all times avoid the disclosure of confidential
information;

b. in line with Schedule 10 of the SOC Act, not make improper use of
information or otherwise breach the SOC Act; and

c. follow the requirements of the Directors' Code of Conduct with respect to
handling information.

Audit and Risk
Committee

The Audit and Risk Committee monitors and evaluates privacy risk management
activities within Hunter Water.

Managing Director
and Executive

Hunter Water's Managing Director and the Executive Management Team
reinforce transparency and compliance with the NSW Privacy Laws at

1I\f|anagement Hunter Water by:
eam a. endorsing the Privacy Framework;
b. identifying and addressing privacy issues, including when improving systems
or implementing new systems;
c. holding everyone at Hunter Water accountable for reporting identified privacy
risks and breaches;
d. committing to continual learning with a focus on training for all of Hunter
Water’s people and ongoing support to ensure that all of Hunter Water’s
people are aware of sound privacy management practices;
e. supporting best practice with respect to privacy across all our business
functions; and
f. responding to notifications of suspected or actual eligible data breaches and
supporting us to discharge our obligations under the Mandatory Notification
of Data Breach Scheme.
Privacy Officer Hunter Water has appointed a Privacy Officer who handles all matters

related to privacy, including the handling of Personal Information and Health
Information. The role of the Privacy Officer is to (among other related
privacy tasks):
a. assist and support Hunter Water's implementation of the IPPs and HPPs and
other relevant privacy laws;

b. ensure that Hunter Water's privacy documentation remains up to date and
reflects privacy best practice;
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Document ID Document Title

c. train and educate staff (with the assistance of members of our Learning and
Development team) in relation to privacy-related matters, including
compliance with NSW Privacy Laws;

d. provide guidance and advice to staff and the Hunter Water Executive on
privacy and the application of privacy laws, including the PPIP Act and HRIP
Act;

e. provide input into the development of new initiatives within Hunter Water that
have a potential privacy impact and assist Hunter Water to undertake privacy
impact assessments;

f. participate in the development of new initiatives within Hunter Water that
have a potential privacy impact;

g. support Hunter Water's Data Breach Response team and Hunter Water's
management and response to data breaches involving any Personal
Information or Health Information;

h. handle complaints about how Hunter Water has managed privacy; and

i. liaise with the Information and Privacy Commission NSW and other
government agencies and stakeholders on privacy-related matters, where
required.

6 Associated Regulations and Standards

Document ID Document Title

Act
Act
Act

Policy

Policy
Standard

Plan

Plan
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https://legislation.nsw.gov.au/view/whole/html/inforce/current/act-1998-133
https://legislation.nsw.gov.au/view/html/inforce/current/act-2009-052
https://legislation.nsw.gov.au/view/html/inforce/current/act-2002-071
https://hunterwater.sharepoint.com/:b:/r/sites/CorporateDocuments/Corporate%20Documents%20Library/Data%20Breach%20-%20Policy.PDF?csf=1&web=1&e=luZxSs
https://hunterwater.sharepoint.com/:b:/r/sites/CorporateDocuments/Corporate%20Documents%20Library/Cyber%20Security%20-%20Policy.pdf?csf=1&web=1&e=1dA1iG
https://hunterwater.sharepoint.com/:b:/r/sites/CorporateDocuments/Corporate%20Documents%20Library/Information%20Security%20-%20Standard.PDF?csf=1&web=1&e=ew3qE7
https://hunterwater.sharepoint.com/:b:/r/sites/CorporateDocuments/Corporate%20Documents%20Library/Privacy%20Management%20-%20Plan.PDF?csf=1&web=1&e=kodcKB
https://hunterwater.sharepoint.com/:b:/r/sites/CorporateDocuments/Corporate%20Documents%20Library/Corporate%20Emergency%20Management%20-%20Plan.PDF?csf=1&web=1&e=56UYFB
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